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Warwickshire County Council 
Data Sharing Agreement between Warwickshire Maintained and Academy Schools and WES ICT Development Service
Partner Organisations:

· Warwickshire Maintained and Academy Schools

· WCC - ICT Development Service

· WCC – Specialist Teaching Service (EIS, ACE)
· WCC – Vulnerable Learners, Children Missing Education (CME) Team

· WCC – Priority Families Team 

· WCC – Admissions Service
· WCC – HR & Payroll

· WCC - Warwickshire Youth Justice Service

Purpose of this Data Sharing Agreement

The purpose of this Data Sharing Agreement is to minimise the burden of data collection on Schools and the Local Authority and to ensure that data collected is used effectively to support the learning and welfare of children between the partner organisations.

The agreement provides a framework for the secure and confidential sharing of personal information between Schools and the Local Authority to enable them to meet both their statutory obligations and the needs and expectations of students, staff and parents.

All data sharing will be conducted under the legal framework contained in The General Data Protection Regulations (GDPR) and The Data Protection Bill.  Further information is available on the website: http://www.ico.gov.uk/
The lawful basis for processing this data in line with GDPR:

· Article 6 (1) (b) Contract

· Article 6 (1) (e) Public Task

We will also process Special Category Data (Article 9) which includes Racial or Ethnic origin, Religious beliefs.  The legal basis for processing this sensitive (special category) data is:

· Necessary for obligations under employment or social protection

How will the data be exchanged?
The information exchanged routinely between Schools and the ICT Development Service is achieved using the Systems Interoperability Framework (SIF).  This is a mature international standard for transporting data between educational systems and applications.  A client software (Groupcall Xporter) is installed on your SIMS server and ‘jobs’ are scheduled to run overnight to extract appropriate data.

Schools will subscribe to exchanges of data appropriate to their own administrative and business processes and those of the Local Authority.  
All data exchange and storage will adhere to the Data security Standards (ISO 17799).  Further information is available on the website: http://www.standardsuk.com/
Extent and type of information to be shared

The frequency of data exchange will be dependent upon the business needs of both the School and the Local Authority.  For example, data required for user provisioning e.g. email accounts, will be shared on a daily basis whereas data required by the Local Authority to support the new CME regulations e.g. new starters and leavers, will be shared on a weekly basis.  The following data objects will be regularly collected and shared with the Partners listed above: 
	Pupil Data:
	Staff Data:


LearnerPersonal (Full Name; legal and chosen, Date of Birth, Gender, Home Address including postcode and telephone number, Ethnicity, First Language) 
LearnerAttendance

LearnerAttendanceSummary

LearnerContact

	ContactPersonal (Full Name, Home Address including Postcode, Gender)
LearnerExclusion

LearnerSpecialNeeds

LearnerSchoolEnrolment

SchoolGroup

SchoolGroupType

LearnerGroupEnrolment

LearnerEntitlement

LearnerEmail



	WorkforcePersonal (Full Name, Date of Birth, Gender, NI number)
WorkforceAssignment

WorkforceContract

WorkforceEmail

ComputerIPAddress




How the information will be used?
Warwickshire County Council recognises that information is essential to its work with schools and the community, and that the efficient management of information is fundamental to the effective delivery of its services.  Information exchanged between Schools and the Local Authority will be used for a variety of functions to support the learning and welfare of children, particularly in relation to the vulnerable children’s agenda.   
Security and Data Management

Access to personal data will be controlled through formal protocols and agreements, and will be based on the principle of sharing only the minimum necessary for the purpose. It will be a condition of these agreements that the confidentiality of the data is safeguarded; the information is used only for the stated purpose and is retained only for an agreed period which in most cases is the duration of the contract.

All data will be held on secure servers, with access restricted to internal use by appropriate members of staff. 

As data controllers for the data collected, all Partners are expected to treat personal data in accordance with the General Data Protection Regulations and ensure that security is in place, sufficient to protect the data from unauthorised access.  This includes both physical security, such as adequate protection for premises when unattended, and IT related security such as passwords and secure IDs. 

Changes to this Agreement 

This agreement will be reviewed periodically and consequently it may be subject to change. The agreement will be available online together with notification of changes.
Designated Officers for Data Exchange
The Partners listed below have accepted the terms of this Data Sharing Agreement and will adhere to and comply with the lawful processing of data in line with GDPR Article 6 and Article 9.
	Partner Organisation
	Name of Officer
	Position
	Email Address

	ICT Development Service


	Simon Edwards
	ICT Service Manager
	simonedwards@warwickshire.gov.uk

	Specialist Teaching Service & ACE

	Pat Tate
	Service Manager – Vulnerable Learners
	pattate@warwickshire.gov.uk

	Children Missing Education
	Annette Firman
	Lead Professional – Vulnerable Groups
	annettefirman@warwickshire.gov.uk

	Priority Families Team

	Nick Gower-Johnson
	Service Manager
	nickgower-johnson@warwickshire.gov.uk


	Admissions Service

	John Edwards
	Service Manager - School Organisation & Planning

	johnedwards@warwickshire.gov.uk

	HR & Payroll


	Felicity Davies


	Service Manager
	felicitydavies@warwickshire.gov.uk

	Warwickshire Youth Justice Service


	Lesley Tregear
	Service Manager
	lesleytregear@warwickshire.gov.uk


